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PRIVACY NOTICE

At ACEIl we regard your data protection rights as extremely important and we treat them
accordingly. This Notice sets out how we collect and process your personal data and tells
you what your rights are about the way we process your personal data. Please read below
for details.

This Notice is split under several headings — if you click on a heading you will be taken
directly to that section. More detailed information is available in several sections, or on
request in some instances.
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1. Who are we? How can you contact us?

“We"” are the Association of Consulting Engineers of Ireland (“ACEI”), which is a voluntary,
self-regulatory body representing the building and professional interests of firms and
individuals engaged in Consulting Engineering. We are a company limited by guarantee
registered at the Companies Office with company no 16499.

The DATA CONTROLLER for the purposes of the General Data Protection Regulation
EU2016/679, and the Data Protection Acts 1988 — 2018 is “The Association of Consulting
Engineers of Ireland”.

For data protection issues, please email our Data Protection Contact at projects@acei.ie

2. What information about me do you collect & use? And

Where do we get your personal data from?
We collect Personal Data from you which you volunteer when you provide such Personal
Data to us, or via our services with which you interact. We may also be given other Personal
Data relating to you by other persons, or we may obtain such other Personal Data about you
as may be provided to us in the course of our legitimate business activities.

We may collect and process Data, including the following in the course of providing services
to you, which could contain your personal data may include your special category data:

“Personal data” is data identifying you, either directly or indirectly, as an identified or
identifiable individual.

When you engage with us via the website, or by letter, telephone or personally, we collect
personal data in accordance with the law, such as your name, address, contact details and
purpose of your enquiry or concern.

We also collect data directly from you when you or your firm become a member of the ACEI.
The personal data we collect includes:

e your full name;
e address;
e work address;
e email addresses;
e home and work phone numbers;
e mobile numbers;
e membership of professional institutes, associations or bodies;
e (Qualifications;
e Year of obtaining qualifications;
e Status in employers firm;
e Lengthof timeinrole;
e financial information about you, including:
o your bank account details
o credit card details, and
o other payment details
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e any other data which you ask us to process on your behalf, or which is necessary for
us to process in order to fulfil our role in providing membership services to you,
including:

o seminars
o training courses, etc.
o Images, sound and video data from CCTV recorded seminars and award events.

In certain circumstance we also collect some special category categories of data such as:

e health information in relation to employees during the course of employment;

e health data which is necessary for us to have to provide a superior and safe service
to you, for example, at courses, that you suffer from reduced mobility or have
special dietary or other requirements which are health related.

We may also process other data, which is not personal data.

When you access our website your device’s browser provides us with information such as
your IP address, browser type, access time and referring URL which is collected and used to
compile statistical data. This information may be used to help us to improve our website and
the services we offer, and to offer services to you.

We can sometimes obtain personal information that you post on social media, such as
LinkedIn, Twitter, Facebook etc. Please keep in mind that if you directly disclose personal
information or sensitive data through social media, this information may be collected and
used by others. We have no control over such social media websites, and this Privacy Notice
does not apply to such data. You should consult each site’s Privacy Notice for information
about their processing.

3. Do you collect personal from children (under 16yr olds)?
Our services are not directed to children under the age of 16 years and we request that such
individuals do not provide personal data to us.

We do NOT collect any data from children and if we discover that we inadvertently have
such data we will immediately delete it.

4. How and why do you use my personal data?
We will process your personal data for the purposes as set out in this Notice, in particular:

e To provide to you our full range of membership services;

e Carry out any contractual obligations we have towards you;

e To promote and organise our profession and the business and interests of our
members;

e Tooperate the ACEl website and deliver the response or service you have
requested;

e Toinform you of other products or services available from ACEI and its affiliates;

e To contact you directly or via surveys to conduct research about your opinion of our
existing services or possible new offerings that we may be considering;



e To contact you on behalf of other business partners about offers or services we
believe may be of interest to you (we will not disclose your personal data without
your consent);

e In addition, ACEIl share data with trusted suppliers in order to assist us operate our
business, provide member support, provide computer and other services to us, to
provide security services to us, to perform statistical analysis, to contact you via
email or by post and to arrange for deliveries. All such third parties are prohibited
from using your personal information except to provide these services to ACEIl, and
they are required to maintain the confidentiality of your information;

e We will also process your data to comply with any legal obligation we have, and to
obey any Court Order.

5. Do you share my personal data?

Your personal data is shared as necessary within ACEIl, for membership purposes such as
internal administration, invoicing, event and services promotion, providing you, your
organisation or company with our services and also as set out below.

We do not sell, rent, or otherwise share personal data with unaffiliated entities for their
independent use except as expressly described in this Privacy Notice.

We share data with our third-party service providers that perform services on our behalf,
such as web-hosting companies, mailing vendors, analytics providers, event hosting services,
information technology providers, cloud storage providers.

We would also share with service providers, advisors, potential transactional partners, or
other third parties in connection with the consideration, negotiation, or completion of a
transaction in which we are acquired by or merged with another company or association, or
we sell, liquidate, or transfer all or a portion of our assets.

Such sharing takes place only to the extent necessary to perform the services carried out for
or on our behalf, and making sure that they comply with data protection law.

All such third parties are prohibited from using your personal information except to provide
these services to ACEl and they are required to maintain the confidentiality of your
information.

ACEI will otherwise disclose your personal information, without notice to you, only if
required to do so by law or in the good faith belief that such action is necessary to:

(a) conform to the edicts of the law or comply with legal process served on ACEI or the
website;

(b) protect and defend the rights or property of ACEl and its staff; and,

(c) actunder exigent circumstances to protect the personal safety of staff or users of
the services or facilities of ACEI or the public.



6. Is my personal data sent outside the European Union?
The personal data that we collect from you may be transferred to and stored outside the
European Economic Area (“EEA”). It may also be processed by staff operating outside the
EEA who work for one of our suppliers, in which case the third country's data protection
laws will have been approved as adequate by the European Commission, or other applicable
safeguards are in place as set out in the GDPR.

7. What s the legal basis for you collecting and processing

my information?
Irish and EU law sets out the grounds upon which data controllers such as ACEIl can rely on to
lawfully process personal data.

We rely on the following grounds:

Where you have given us consent to the processing of your personal data for a specific
purpose, for example for marketing purposes;

The processing is necessary for ACEI to fulfil our contract with you;

The processing is necessary for compliance with a legal obligation, for example to comply
with Revenue requirements;

The processing is necessary for the purposes of the legitimate interests pursued by the ACEI

or by a third party, except where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject, (especially a child). Some marketing
might take place under this heading, but never to children.

The legal bases for the processing of your special category data or sensitive data (for
example health data) are:

e That you have explicitly provided consent.
e Processing necessary for compliance with a legal obligation to which we are subject.

Processing necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

8. What are my rights, and how do | exercise them?

As an individual, under EU law you have certain rights to apply to us to provide information
or make amendments to how we process your Data. These rights apply in certain
circumstances and are set out below: -

The right to access data relating to you (‘access right’).
The right to rectify/correct data relating to you (‘right to rectification’).
The right to object to processing of data relating to you (‘right to object’).

The right to restrict the processing of data relating to you (‘right to restriction’).



The right to erase/delete data relating to you (i.e., the ‘right to erasure’).

The right to ‘port’ certain data relating to you from one organisation to another (‘right to
data portability’).

These rights are not absolute and only apply in certain circumstances. You may exercise any
of the above rights by contacting us accompanied by all necessary information via: an e-mail
to the Data Protection Contact at projects@acei.ie

You may lodge a complaint with your local supervisory authority with respect to our
processing of your personal data. The local Supervisory Authority in Ireland is the Data
Protection Commission. The website is www.dataprotection.ie

We would ask that you contact us first at projects@acei.ie to enable us to try to deal with
the matter to your satisfaction.

Where our processing of your personal data is based on your consent to that processing, you
have the right to withdraw that consent at any time but any processing that we have carried
out before you withdrew your consent remains lawful.

If you are receiving marketing from us, you may opt out. If you no longer wish to be
contacted for marketing purposes, please contact us as set out in this Notice to request to
“opt out" of marketing.

The exercise of Data Subjects’ rights as some other “interactions” requires the univocal
identification of the person submitting such request as being, in fact, the Data Subject to
whom such Personal Data pertains to, hence we may have to set in place a process or
mechanism that allows it to document having undergone such assertive identification

DATA PROTECTION COMMISSION contact details are as follows:

Dublin Office Portarlington Office

21 Fitzwilliam Square Canal House

Dublin 2 Station Road

D02 RD2 Portarlington . L
Ireland R32 AP23 Eg;';‘,',?;‘goma;
email: email: info@dataprotection.ie ) gg?nﬁirg’stigﬁuon
info@dataprotection.ie Phone+353 761 104 800

Phone +35357 868 4800
LoCall 1890252231

9. Can I stop getting emails, text messages and other
communications from you?

Yes!

If you no longer wish us to contact you in a particular way, e.g. no longer send you
messages, just advise us of that and we will respect your wishes.

If you are a member of ACEl it is necessary for us to contact you from time to time in
connection with services, for example to ensure your data is correct.
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MARKETING
If you no longer wish to receive marketing communications by electronic means, just use the
opt-out facility in any of our communications, OR advise us at projects@acei.ie

10. Is my personal data secure?

We are committed to protecting the security of your Data. We use a variety of security
technologies and procedures to help protect your Data from unauthorised access and use.
As effective as modern security practices are, no physical or electronic security system is
entirely secure. We cannot guarantee the complete security of our databases, nor can we
guarantee that information you supply will not be intercepted while being transmitted to us
over the Internet. We will continue to revise policies and implement additional security
features as new technologies become available.

The transmission of information via the internet is not completely secure and may involve
the transfer of data to countries outside of the European Economic Area (EEA). This occurs
typically through use of cloud solutions for web hosting, email hosting or proprietary
software solutions delivered to us through the Cloud. We do not however authorise any
third party to use your Data for their own purposes. Non-EEA countries may not provide an
adequate level of protection in relation to processing your personal data. By submitting your
data, you agree to this transfer, storing and processing.

Although we will do our best to protect your Data, we cannot guarantee the security of your
Data transmitted to us. Any transmission of data is at your own risk. Once we receive your
Data, we use appropriate security measures to seek to prevent unauthorised access

11. How long do you keep my personal data?

We keep your Data for as long as is necessary for the performance of the contract between
you and us and to comply with our legal obligations. If you no longer want us to use your
Data to provide this service to you, you can request that we erase your Data. Please note
that if you request the erasure of your Data:

We may retain some of your Data as necessary for our legitimate business interests, such as
fraud detection and prevention and enhancing safety.

We may retain and use your Data to the extent necessary to comply with our legal
obligations. For example, we may keep some of your information for tax, legal reporting,
and auditing obligations.

Because we maintain our records to protect from accidental or malicious loss and
destruction, residual copies of your Data may not be removed from our backup systems for a
limited period of time.

A detailed Retention Schedule has been drawn up, and if you would like further information
in respect of a particular category of data relating to you, please contact us at
projects@acei.ie.




12. How do | contact the Data Protection Commission?
You have the right to complain to the Data Protection Commission if you feel that we are in
breach of any of your rights. Full contact details are provided below.

We would ask that you contact us first, to enable us to try to deal with the matter to your
satisfaction.

Please contact us at projects@acei.ei

If you wish to exercise any of the rights you have in respect of your data, please e mail our
Data Protection Contact Person at projects@acei.ie

Dublin Office Portarlington Office

21 Fitzwilliam Square Canal House

Dublin 2 Station Road

D02 RD2 Portarlington

Ireland R32 AP23 Coimisitn |
email: email: info@dataprotection.ie 83?:2%?&?{;:
info@dataprotection.ie Phone+353 761 104 800 Commission

Phone +35357 868 4800
LoCall 1890 2522 31
Fax +35357 868 4757

13. Miiscellaneous
Where we process your Personal Data based only on your consent, you may withdraw your
consent.

You have the right to bring a complaint to a supervisory authority if you have any complaints
about the processing of your Data. In Ireland the Data Protection Commission is the
supervisory authority.

In circumstances where the provision of your Personal Data is a statutory or contractual
requirement, or a requirement necessary to enter into a contract, we will advise you at the
point of collecting your Personal Data whether the Personal Data is a required field, and the
consequences of not providing the Personal Data.

14. Links to other sites

Our website may, from time to time, contain links to and from other websites. If you follow a
link to any of those websites, please note that those websites have their own privacy
policies/notices and that we do not accept any responsibility or liability for those
policies/notices. Please check those policies/notices before you submit any data to those
websites
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15. Changes to this Notice

We reserve the right to change this Notice from time to time in our sole discretion. If we
make any changes, we will post those changes here so that you can see what information we
gather, how we might use that information and in what circumstances we may disclose it. By
continuing to use our site or our services or otherwise provide data after we post any such

changes, you accept and agree to these terms

This Notice is effective from 1% September 2021
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